
CYBER RESILIENCE: TURNING YOUR

ENTERPRISE INTO A PHOENIX RISING

FROM THE VIRTUAL ASHES



WORKING

BACKWARDS: 

THE INCIDENT



RANSOMWARE



4

INCIDENT RESPONSE:  STEP BY STEP

Call your cyber insurance contact 
to get immediate access to help.

CALL CYBER INSURANCE

Work together to file the report 

to the Fusion Center under new 
Virginia law.  Determine together 
whether legally this is a 

reportable event. 

TOGETHER FILE REPORTS

Outside counsel cloaks the 
incident in privilege to protect 
from FOIA / disclosure / and 

also to add guidance and 
resources. 

LAWYER JOINS PROCESS
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INCIDENT RESPONSE:  PARALLEL TRACKS



RANSOMWARE IN 2022



9ROAD AHEAD WITH THREAT ACTORS
2022 Tact ics



BUILDING THE

RESTORE PLAN
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Backups Operational 

Majority of the time, the backups (whether onsite / in the cloud / outsourced /

internal) are not functional. It is rare to have a functional backup.

No Backups - All Backups Corrupted / Non-Functioning 

The common issues include: threat actor is able to utilize the same credentials

to access the backup array and is thus able to encrypt the backups as part of

its overall strategy.

In other tragic circumstances, the backups fail due to configuration error that is

not discovered until after the incident.

5%

95%

The (un)likelihood of backups



12 The Incident Response 

Communications with 
TA + Notification Issues
Communicating to learn more about

the data stolen / not to pay.

This bucket also includes law

enforcement / Fusion Center /

managing notice strategy.

The Rebuild / Restore
Buried in the dark waters, this is the

critical piece that often we are

unprepared for.

The “Audience” 

Managing public relations for both 

internal and external stakeholders 

(executive team / media / law 

enforcement).

“Outside Team”
Incident Response Team Actions

Gathering evidence, preserving 

evidence, review of any data 

exfiltration and health of network.
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Managing the Rebuild:  A Strategy

Incident Response

Asset Inventory

Network Diagram + “Old School” Air Gap

Extra Space

Current Focus:  Above the Water

Focus is often on the surface level issues: having an up-to-date

incident response plan.

True Need:  Below the Surface

The real effort should be spent here: thinking through what could

happen if the backups all fail. Do we have an old school air gapped

drive with critical info / applications locked away? Do we have extra

slack space to rebuild into if we had to stand up a parallel network?



14 Common Issues 

Team Burnout 

Is your on-site team prepared to run the marathon

and the sprint at the same time? Have you built an

environment where everyone will pitch in?

Moving the enterprise

All of a sudden, the cloud may look like a safe bet.

Could you move to a new gov tenant quickly?

Resources 

In a rebuild scenario, do we have enough resources

to stand up imaging servers, new switches, a clean

network?

What are the crown jewels that need to be stood up, first?

Does your organization have a common plan of

attack on what comes back online, first?



BUILDING THE

AUDIENCE PLAN



Knowing Your Audience 
After an Incident Hits 

Your team, your boss, 

Executive Leadership, the 

Board. 

Internal Team Stakeholders

The Public. 

Constituents You Serve

In a catastrophe, you 

attract a lot of attention.

The “Commonwealth”

Local and potentially 

national. 

Media



The Puzzle 
Communications Post-Incident Aren’t Easy

Identify what needs to be 

said, when, with Counsel. 

Identify

The process needs to be 

focused on legal, internal 

and external media 

management.

Let go 

Have a strategy for building 

on the message from the 

outset.  Save room on the 

runway.

Build

Stick to the message.

Message

1

24
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The Paybook

Think of all the various 

groups that need to be 

updated on a consistent 

message.  Hire cyber PR

teams to assist (covered by 

cyber insurance if hired 

through policy protocols)

Everyone else 



The Message 
To Impacted Stakeholders

Figuring out impacted 

stakeholders is a 

potentially slow process.  

Are you ready to pull the 

trigger on a pre-emptive 

notice to all?

Impacted Stakeholders



Beth Burgin Waller
Chair, Cybersecurity & Data Privacy 
bwaller@woodsrogers.com 
P (540) 983-7625 | (804) 343-5039 


